Agenda

Software and Supply Chain Assurance Fall Forum 2017
August 29-30, 2017, MITRE-1, 7525 Colshire Drive, Mclean, VA 22102

Tuesday August 29, 2017

Wednesday August 30, 2017

Welcome

American Bar Association (ABA) Cybersecurity Legal Task Force
. Harvey Rishikof, American Bar Association, Co-Chair of ABA

Respond

Draft NIST Special Publication 800-193 Platform Firmware
Resiliency Guidelines

. Carol Woody, SEI
(Referenced Acquisition Security Framework)

2 Cyber Task Force e  Andrew Regenscheid, NIST
)
>
< Resiliency Mitigations for SCRM
. Gloria Serrao, MITRE
. William Heinbockel, MITRE
. Ellen Laderman, MITRE
Break (10:30 -11:00 AM) Break 10:30-11:00 AM
Identify Recover
Committee on National Seurity Systems (CNSS) Directive 505 |G Perspective on Cloud Security
Supply Chain Risk Management . Bill Yurek, DOD
. Don Davidson, DOD
Study on Mobile Device Security
SCRM Controls in NIST Draft SP 800-53 rev 5 . Vincent Sritapan, DHS
. Jon Boyens, NIST
Lunch (12:30-1:30) Lunch (12:30-1:30)
Protect loT
Five Eyes Supply Chain Assurance Working Group IT Sector IoT Security Working Group
. lan Bryant, UK . Emile Monette, DHS
E . Don Davidson, US
S | »  John Grady, Australia Trustworthiness and Assurance in the Industrial |oT Ecosystem
< . Robert Martin, Industrial Internet Consortium
SCRM Plans in Support of Continuous Diagnostics and Mitigations
. Emile Monette, DHS
. Matt Grote, DHS
Break (3-3:30 PM)
Detect
Threat-Based Requirements and Engineering
g . Colonel Dean A. Clothier, DOD
=)
-l
£ | AlLifecycle Assessment Approach For Supply Chain Risk



https://csrc.nist.gov/CSRC/media/Presentations/Draft-NIST-SP-800-193-Platform-Firmware-Resiliency/images-media/Day_2_AM_1_Draft_NIST_SP_800-193_Regenscheid.pdf
https://csrc.nist.gov/CSRC/media/Presentations/Draft-NIST-SP-800-193-Platform-Firmware-Resiliency/images-media/Day_2_AM_1_Draft_NIST_SP_800-193_Regenscheid.pdf
https://csrc.nist.gov/CSRC/media/Presentations/Resiliency-Mitigations-for-SCRM/images-media/Day_2_AM_1_Resiliency_Mitigations_for_SCRM.pdf
https://csrc.nist.gov/CSRC/media/Presentations/Committee-on-National-Security-Systems-(CNSS)-Dire/images-media/Day_1_AM_2_CNSS_SCRM_SWG_Don_Davidson.pdf
https://csrc.nist.gov/CSRC/media/Presentations/Committee-on-National-Security-Systems-(CNSS)-Dire/images-media/Day_1_AM_2_CNSS_SCRM_SWG_Don_Davidson.pdf
https://csrc.nist.gov/CSRC/media/Presentations/SCRM-Controls-in-NIST-Draft-SP-800-53-Rev-5/images-media/Day_1_AM2_SCRM_Controls_Jon_Boyens.pdf
https://csrc.nist.gov/CSRC/media/Presentations/IG-Perspectives-on-Cloud-Security/images-media/Day_2_AM_2_IG_Perspective_Bill_Yurek.pdf
https://csrc.nist.gov/CSRC/media/Presentations/Five-Eyes-Supply-Chain-Assurance-Working-Group/images-media/Day_1_PM_1_Five_Eyes.pdf
https://csrc.nist.gov/CSRC/media/Presentations/Five-Eyes-Supply-Chain-Assurance-Working-Group/images-media/Day_1_PM_1_Ian_Bryant.pdf
https://csrc.nist.gov/CSRC/media/Presentations/SCRM-Plans-in-Support-of-Continuous-Diagnostics-an/images-media/Day_1_PM_1_SCRM_Plans_in_support.pdf
https://csrc.nist.gov/CSRC/media/Presentations/IT-Sector-IoT-Security-Working-Group/images-media/Day_2_PM_1_IT_Sector%20IoT_Security_Working_Group_Monette.pdf
https://csrc.nist.gov/CSRC/media/Presentations/Trustworthiness-and-Assurance-in-the-Industrial-Io/images-media/Day_2_PM_1_Trustworthiness_and_Assurance_BMartin.pdf
https://csrc.nist.gov/CSRC/media/Presentations/A-Lifecycle-Assessment-Approach-For-Supply-Chain-R/images-media/Day_1_PM_2_A_Lifecycle_Assessment_CWoody.pdf
https://csrc.nist.gov/CSRC/media/Presentations/A-Lifecycle-Assessment-Approach-For-Supply-Chain-R/images-media/Day_1_PM_2_ASF.pdf

